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OINPEAEJIEHUSA

B HacTosieM TOKyMEHTE MCIIOJIb3YIOTCS CIEAYIOIINE TEPMUHBI U UX OIpeie-
JICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOAIIAs W3 IEepCcoHaia Hu
KOMITJIEKCA CPEJCTB aBTOMATH3AIMH €T0 JIEATEILHOCTH, peanu3yromias nHpopmaru-
OHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX (DYHKIIUH.

AyTeHTH(PUKAIMSA OTHPABUTE/SI JAHHBIX — MOATBEPKIAECHUE TOrO, YTO OT-
MIPaBUTEIb MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTH MEePCOHANBHBIX JAHHBIX — COCTOSIHUE 3AILMIIECHHOCTHA MEPCO-
HaJbHBIX JIaHHBIX, XapaKTEPU3yeMOE CIOCOOHOCTBIO MOJb30BaTENCH, TEXHUUYECKUX
CpPEeICTB U MH(POPMAIMOHHBIX TEXHOJOTUN 00ecrneunTh KOH(PUIACHIUATBLHOCTD, Iie-
JIOCTHOCTh U JIOCTYITHOCTH MEPCOHATBHBIX JIAHHBIX MPU MX 00paboTKe B MH(pOpMAIHU-
OHHBIX CUCTEMaX MEPCOHAIIBHBIX JAHHBIX.

biokupoBaHue MepcoHANbHBIX JaHHBIX — BPEMEHHOE TIpeKpalieHue coopa,
CUCTEMATHU3AllNKY, HAKOIUICHHSI, HCIIOJIb30BAHUS, PACIPOCTPAHEHHUS IEPCOHATBHBIX
JTAHHBIX, B TOM YHCJI€ X Mepelayuu.

Bupyc (KOMObIOTEpPHBIH, MPOrPAMMHBIN) — UCIOJIHSEMbIA MPOrPaMMHBIN
KOJI UJIM UHTEPIIPETUPYEMBbI HA0OOp UHCTPYKIIUI, 00J1aat0IInii CBOMCTBAMHU HECAHK-
LUOHUPOBAHHOT'O PACIPOCTPAHEHUsI U camoBocnpou3BeaeHusi. CoznaHHble 1y0JMKa-
Thl KOMIIBIOTEPHOTO BHpPYCa HE BCEr/la COBMAJAIOT C OPUTHMHAIOM, HO COXPAHSIOT
CHOCOOHOCTD K JalbHEHUIIEMY paclpOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnasi mporpamMma — mnporpamma, MNpeJIHa3Hauy€HHasl JJIsl OCYIIECTB-
JICHUsT HECAHKI[MOHUPOBAHHOTO JOCTyna W (WJIM) BO3JCHCTBUSI Ha TEPCOHAJIbHBIC
JAaHHBIE WK PeCcypCchl HHPOPMAIITMOHHOM CUCTEMBI TEPCOHATBHBIX JaHHBIX.

BcenomoraresibHbIe TEXHUYECKHE CPEICTBA U CUCTEMbI — TEXHUYECKHUE CPEN-
CTBa M CHUCTEMbI, HE MpeHA3HAYEHHBIC IS Tepeaaun, 00pabOTKH U XpaHEHUsI TePCo-
HaJIbHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUUYECKUMHU CPEACTBAMM U CH-
CTeMaMU, MpeAHa3HaYEeHHBIMH TSI 00paOOTKH MEePCOHATBHBIX JaHHBIX WM B ITOME-

IICHMSIX, B KOTOPBIX YCTAHOBJICHBI I/IH(I)OpMaIII/IOHHBIC CHUCTEMEI IICPCOHATIBHBIX JaHHBIX.



JlocTtynn B omepanMoHHYK cpely KOMIbIOTepa (MH(OPMALMOHHOM CHCTEMbI
MEePCOHAJIBHBIX IAHHBIX) — NIOJy4YE€HHE BO3MOXKHOCTH 3aITyCKa HA BBIITOJHEHUE IITATHBIX
KOMaH1, GYHKITUH, MPOLETYp ONEPAMOHHON CUCTEMBI (YHUYTOXKEHUS, KOITUPOBAHUS, T1e-
PEMEILICHHS U T.I1.), UCTIONHAEMbIX (PAiJIOB MPUKIIATHBIX IIPOTPaMM.

Joctyn k uHdopManuu — BO3MOKHOCTh MOTy4eHHs1 MH(POpMAIIUK U €€ UCTIONIb30-
BaHMUS.

3aki1al04HOe YCTPOICTBO — 3JIEMEHT CpPEICTBA CheMa HMH(OPMAIMH, CKPBITHO
BHEJPSIEMbIH (3aKJIaIbIBAEMBIN WM BHOCUMBI) B MECTa BO3MOYKHOTO CheMa MH(popMaliu
(B TOM YHCIIE B OTpaKICHUE, KOHCTPYKLIMIO, 000PYAOBaHUE, IPEAMETHI HHTEPbEPA, TPaHC-
MIOPTHBIE CPEJICTBA, a TAKXKE B TEXHUYECKHE CPEACTBA U CUCTEMBI 00pabOTKU MH(pOpMa-
IIUHN).

3amumaemas nHpopManus — UHPOPMALIKS, SBISIIOMIASCS MIPEAMETOM COOCTBEH-
HOCTU M TMOJUIEKAIlasl 3alIUTe B COOTBETCTBUM C TPEOOBAHUSMHU IIPABOBBIX JOKYMEHTOB
WM TpEOOBAaHUSIMY, YCTaHABIMBAEMbIMU COOCTBEHHUKOM MH(DOpMALIUH.

NpenTnduxanust — nprcBoeHUE CyObEKTaM B 00BbEKTaM JI0CTyNa UICHTUPHUKATOpa
U (W1M) CpaBHEHHE MPEABSBIIEMOrO HACHTU(PUKATOPA C TIEPEUHEM NPUCBOCHHBIX HJICH-
TU(PUKATOPOB.

HNHpopMaTUBHBIA CUIHAJ — 3JICKTPUYECKUE CUTHAJIBI, aKyCTHUYECKHE, DIIEKTPO-
MAarHUTHbIE U JIpyrue (PU3UUECKHe IO, N0 MapaMeTpaM KOTOPhIX MOXKET OBbITh pacKpbITa
KOH(UIEeHIMaTbHAs UH(pOpMAaIKs (IEpCOHAIBHBIE JaHHbIE) 0OpabaTbiBacMast B MH(pOpMa-
LIMOHHOM CUCTEME NIEPCOHAIIBHBIX JaHHBIX.

Nudopmanuonnas cucrema nepcoHaabHbiX AaHHbIX (MCIIIH) — undop-
MallMOHHAsl CHCTEMa, MPEJICTABISAIONIAasi OO0 COBOKYIHOCTh MEPCOHANbHBIX JaH-
HBIX, COJIEpKalIMXcs B 0a3e NaHHBIX, a TaKKe WH(OPMAIIMOHHBIX TEXHOJIOTUHN U TEX-
HUYECKUX CPEACTB, MO3BOJSIONIMX OCYIIECTBISATh 00pabOTKY TaKUX MEPCOHAIBHBIX
JAHHBIX C UCTOJIb30BAaHUEM CPEACTB aBTOMATH3AIMKU UM 0€3 UCIOJIb30BaHUS TaKUX
CPEICTB.

Nudopmanmonnbie TEXHOJIOTHH — TIPOLIECCHI, METO/IbI TIOMCKa, cOopa, XpaHEHW ],
00pabOTKH, MPEAOCTABIICHHS, PACIPOCTPAHEHUSI THPOPMAITUH U CTIOCOOBI OCYIIIECTBICHUS

TaKuX IMPOUCCCOB U MECTOAOB.



Hcnosab30BaHue MepCcOHANbHBIX JAHHBIX — JIEUCTBHS (OTEpaIMK) C MEPCO-
HaJIBHBIMH JAaHHBIMH, COBEPIIIAEMBIC OIEPATOPOM B IEJISAX NMPHUHITHS PEHICHUN WIIH
COBEPILIECHUS WHBIX JNEHCTBUN, MOPOXKIAIOMIMX IOPUIUUYECKUE TIOCIEICTBUS B OTHO-
HIEHUH CyOBEKTa MEPCOHATBHBIX JAHHBIX WM JPYTHX JIMI JH00 MHBIM 00pa3oM 3a-
TparuBarouux MpaBa u cBOOOIbI CyObEKTa MEPCOHANIBHBIX TAHHBIX WU APYTUX JIMII.

Hcrounnk yrpo3bl 0e3onacHocT UHGpOpMammm — CyOBeKT J0CTYIa, MaTepUallb-
HBII OOBEKT W (PU3MUECKOE SIBJICHHE, SBISIIONIMECS TMPHYUHON BO3HUKHOBEHUS YTPO3BI
0e301macHOCTH HH(pOPMAITUH.

KonTposmpyemasi 30Ha — MPOCTPAaHCTBO (TEPPUTOPHS, 3aHKE, YacTh 3/IAHUSI, TIO-
MeIIIeHNE), B KOTOPOM HCKITIOYEHO HEKOHTPOIMpPYeMOoe MpeObIBaHNE MOCTOPOHHUX JIHII, a
TaKKE TPAHCHIOPTHBIX, TEXHUYECKUX Y UHBIX MAaTEPUATTBHBIX CPE/ICTB.

KonpuaeHuuaabHOCTb MEePCOHATBHBIX JAHHBIX — 00513aTEBHOE IS COOTIOICHHS
OTIEpaToOpOM WJIM WHBIM TOTYYUBILINM JOCTYI K TIEPCOHAIBLHBIM JaHHBIM JIMIIOM TpeOoBa-
HHE HE JIOIMyCKaTh WX pachpocTpaHeHHne 0e3 cornacusi CyObeKTa MepCOHABHBIX JaHHBIX
WITH HAJTMYHSI THOTO 3aKOHHOTO OCHOBAHMS.

Me:xcereBoil 3KpaH — JIOKAIGHOE (OHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-
pacrpeesieHHOe MPOorpaMMHOe (IIPOTrpaMMHO-aIapaTHOE) CPEICTBO (KOMILIEKC), peau-
3yIoI1Iee KOHTPOJIb 3a MH(pOpMALMEH, mocTynaromeld B MHOOPMALMOHHYIO CUCTEMY TEPCO-
HAJTLHBIX TAHHBIX U (WJTK) BBIXOJAIIEH U3 MH(POPMAIIMOHHON CUCTEMBI.

Hapymmrens 6€30NacHOCTH NEPCOHATBHBIX JAHHBIX — (PM3MYECKOE JIUIIO, CITy-
YaifHO WM MpeJHAMEPEHHO COBEpIIAIOLIee IEHCTBUS, CIECTBUEM KOTOPBIX SIBIISIETCS
HapyILeHrue 0e30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00PaOOTKE TEXHUUYECKUMH CPEa-
CTBaMH B MH(OPMAITMOHHBIX CUCTEMaX TMePCOHATBHBIX JAHHBIX.

HeaBTromaTu3znpoBaHHasi 00padoTKa MEePCOHAIBHBIX JaHHBIX — 00paboTKa
MEPCOHANBHBIX JTaHHBIX, COACPKAIUXCSI B MHPOPMAIMOHHON CHUCTEME IepPCOHAIb-
HBIX JAHHBIX JTUOO W3BJICUYCHHBIX M3 TAKOW CHUCTEMBI, CUMTACTCS OCYIIECTBICHHOU
0€3 UCTOIB30BaHUS CPEJCTB aBTOMATHU3AINK (HEABTOMATU3UPOBAHHOMW), €CIIU TaKHe
JEHCTBUS C TEPCOHATBHBIMU JAaHHBIMH, KaK HCIOJIb30BaHUE, YTOYHEHHE, Paclpo-

CTPaHCHUC, YHUYITOXKCHUC IICPCOHAIIbHBIX HAHHBIX B OTHOHICHWH Ka)X10I'0 M3 CY6’[>—



€KTOB MEPCOHAJIBHBIX JIaHHBIX, OCYIIECTBIIAIOTCS MPU HEMOCPEACTBEHHOM Yy4acTUU
YEJIOBEKa.

HenexnapupoBaHHubie BO3MOKHOCTH — (DYHKITMOHATBbHBIE BO3MOKHOCTH CPEJICTB
BBIUMCIIUTENBHON TEXHUKH, HE OMWCAHHBIE WM HE COOTBETCTBYIOIME OMHUCAHHBIM B JIOKY-
MEHTAIIH, TIPU UCTIOJIL30BAaHUM KOTOPBIX BO3MOXHO HapyllleHHe KOH(DUACHIIMATbHOCTH,
JOCTYITHOCTH WJTH LIEJIOCTHOCTH 00pabaThiBaeMoii HH(OpMAaITUH.

HecaHKUMOHUPOBAHHBIN A0CTYI (HECAHKLIMOHMPOBAHHbBIE AEHCTBUA) — TOCTYIl
K uH(OpMaK WM ASHCTBUS ¢ MH(pOpMAIMEH, HapylIalolpe MpaBuia pa3rpaHUueHUs
JIOCTYTa C MCHOJIb30BAHMEM IUTATHBIX CPEJICTB, MPEIOCTABISIEMbIX HHPOPMALIMOHHBIMU
CUCTEMaMU NEPCOHAIIbHBIX TAHHBIX.

Hocurenbs nagopmanmm — GU3HIECKOE JIMLO WIM MaTepuaIbHbIl 00BEKT, B TOM
yuciie (pu3nueckoe nose, B KOTOpoM MH(GOpMAIIHS HAXOUT CBOE OTPAKEHUE B BUJIE CUMBO-
JI0B, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEILEHUI U MPOLECCOB, KOJTUYECTBEHHBIX Xapak-
TEPUCTUK (PU3NYECKUX BEITUUHH.

O0e31uYuBaHue NMEPCOHAJIBHBIX NAHHBIX — JICHCTBUS, B pe3yibTaTe KOTO-
PBIX HEBO3MOYKHO OIPEAEIIUTh MPUHAJIEKHOCTh NMEPCOHAIBHBIX JTaHHBIX KOHKPET-
HOMY CYOBEKTY MEPCOHAIbHBIX TaHHBIX.

O0padoTKa NMEPCOHAIBHBIX JAHHBIX — JICUCTBUA (ONepalvu) ¢ MepCOHATbHBIMU
JTAHHBIMH, BKJIIOYasi cOOp, CUCTEMATH3alIMIO, HAKOIJIEHUE, XpaHEeHHe, YTOUHEHHEe (OOHOB-
JICHUE, U3MEHEHHE), UCTIONIL30BAHKE, pacTIpOCTpaHeHue (B TOM YHCIIe Tiepeaady), 00e3mu-
YHBaHUE, OJJIOKUPOBAHUE, YHUUITOKEHUE MEPCOHATIBHBIX JAHHBIX.

OO0uenocTynnHbIe MEPCOHANBbHBIC JaHHbIE — IEPCOHAIBHBIE TaHHBIE, TOCTYII
HEOTPAaHUYEHHOTO Kpyra JIUI K KOTOPhIM MIPEIOCTABIIEH C COTiacus cyObeKTa mepco-
HAJIBHBIX JIaHHBIX WJIM HAa KOTOPHIE B COOTBETCTBUU C (heJepalbHbIMU 3aKOHAMU HE
pacrnpocTpaHsieTcst Tpe0oBaHue COOMOACHUS KOHPUIECHIIUATIBHOCTH.

Omnepatop (mepcoHANBbHBIX JaHHBIX) — FOCYJAPCTBEHHBIN OpraH, MyHUIIUIAb-
HBIA OpraH, IOpUIMYECKOe W (PU3UUECKOE JIMIIO, OPTraHM3yIoIee U (UIU) OCYILECTBIIS-
foliee 00padOTKy MEPCOHATBHBIX JIAHHBIX, a TAKXKE OMPEACISIONIIE e U COIEpKaHue

00pabOTKH MTEPCOHAIBHBIX TAHHBIX.



IlepexBaT (MH(pOpMaNUK) — HEMPABOMEPHOE MOJTyuyeHHuE WH(POPMALIUU C HC-
MI0JIb30BAaHUEM TEXHUYECKOIO CPEJICTBA, OCYLIECTBISIOIEr0 OOHAPYKEHHE, TPUEM H
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBbIE — JTI00as HHPOPMAIHSI, OTHOCAIIASCS K OMpPEIeICH-
HOMY WJIM OIpeIesieMOMY Ha OCHOBAaHUHU Takoil MHGpopManuu (GU3HYECKOMY JTHUILY
(cyOBeKTy MepCcOHANbHBIX JAHHBIX), B TOM YHUCIE ero ¢haMuius, UMs, OT4€CTBO, IO,
MeECHll, J1aTa U MECTO POXKACHHS, aJpec, CEMEIHOE, COLMAIbHOE, UMYILECTBEHHOE
NoJIOKEHHUE, 00pa3zoBaHue, npodeccusi, T0XOAbl, APpyTrast HUHPOpPMaIIUs.

ITo0o4HBIE 3JIEKTPOMATHUTHBIC M3Jy4YeHUS] U HABOJAKM — 3JIEKTPOMArHUT-
HbIE U3JTyYEHUsI TEXHUYECKUX CPEACTB 00pabOTKH 3aluiiaeMord MHPOpMALMH, BO3-
HUKAIOIUE KaK MOOOYHOE SIBJICHNE U BbI3BaHHBIEC AJIEKTPUUYECKUMU CUTHAJIaMH, Aeii-
CTBYIOIIMMU B UX 3JIEKTPUUYECKUX U MArHUTHBIX LIETSX, a TAKKE JIEKTPOMAarHUTHBIE
HABOJIKU TUX CUTHAJIOB Ha TOKOIPOBOJISIINE TUHUHN, KOHCTPYKIIUU U 1IETIH TUTAHUS.

I[MoMTHKA «YHCTOr0 CTOJIa» — KOMIUIEKC OPraHU3al[MOHHBIX MEpPOIPUITHH,
KOHTPOJIMPYIOIIHUX OTCYTCTBUE 3aNIMChIBAaHUS HA OyMa)KHbIe HOCUTENHU KJIKOYEH U aT-
puOyTOB A0cTyNa (Maposieil) U XpaHeHUus UX BOIM3U 00BEKTOB JIOCTYIIA.

IMoab30Baresb HHGOPMALMOHHOI CHCTEMBbI MEPCOHAJBHBIX JAHHBIX — JIU-
110, y4acTByloliee B QyHKIIMOHUPOBAHUN UH(POPMAIIMOHHOW CHCTEMBI ITEPCOHATBHBIX
JAaHHBIX UJTU UCTIONB3YIOIIEE PEe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBwia pasrpaHu4eHuMsi JOCTYNAa — COBOKYITHOCTh MPAaBHJI, PEriaMEHTH-
PYIOIIUX IIpaBa JOCTyMna CyObEeKTOB JOCTYIAa K 00bEKTaM JIOCTyTIA.

IIporpaMmmMHas 3akJIajKa — KOJ MpPOTrpamMMbl, NMPEAHAMEPEHHO BHECEHHBIN B
IpPOrpaMMy C LENbI0 OCYIIECTBUTHh YTE€UKY, U3MEHUTh, OJIOKMPOBATh, YHUUTOXHTh
nHOOPMAITUIO WIA YHUUYTOXKHUTh U MOAUGPUIIMPOBATH MPOTPAMMHOE OOecTeueHUe
MH(OPMAIMOHHOW CUCTEMBI MEPCOHANBHBIX JTAHHBIX U (WJIM) OJIOKMPOBATH ammapar-
HbIE CPEJCTBA.

IIporpaMmMHoe (IPOrpaMMHO-MATEMATH4YECKOE) BO3AeCTBUE — HECAHKIIU-
OHUPOBAHHOE BO3JICHCTBHUE HA PECYpPChl aBTOMATU3UPOBAHHON MH(DOPMAIIMOHHOM CH-

CTCMBbI, OCYIICCTBIICMOC C MUCITOJIb30BAHUECM BPCAOHOCHBIX IIPOIrpaMM.



PackpbiTHe mepcoOHATBHBIX JAHHBIX — YMBIIUIEHHOE WA CIy4YailHOE Hapy-
IeHNE KOH(PUICHITUATHPHOCTH ITEPCOHATBHBIX TAHHBIX.

PacnpocTpaHenne nepcoHANbHBIX JAHHBIX — JCHCTBUS, HAllpaBJICHHbIC HA
nepesadyy NEPCOHAIBHBIX JIaHHBIX OIPEACICHHOMY Kpyry Jul (mepenada Iepco-
HaJIbHBIX JAHHBIX) WJIA HAa O3HAKOMIIEHHE C MEPCOHAIILHBIMU JaHHBIMH HEOTPaHU-
YEeHHOT0 KpyTra JHI], B TOM 4Hcjie 0OHApOJ0BaHHE NMEPCOHAIBHBIX JAHHBIX B CpE/I-
CTBax MacCOBOM nH(bOopMaIuy, pa3menieHue B nH()OpMaITMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEJOCTaBICHUE JIOCTYNMa K MEPCOHAIbHBIM
JIAHHBIM KaKUM-JIHOO MHBIM CTIOCOOOM.

Pecypc uHpopMauMOHHOM CHCTEMbI — UMEHOBAHHBIN 3JEMEHT CUCTEMHOTIO,
MPUKJIAAHOTO WIM amnmapaTHoro odecrieueHuss (GyHKIIMOHUPOBAHUS WH(OpMAaIyoH-
HOW CHCTEMBL.

CnennanbHble KATErOPUM IMEPCOHAJBbHBIX JAHHBIX — MEPCOHAJIBHBIC JIaH-
HbI€, Kacalolluecs pacoBOM, HAIMOHAIBHOW MPUHAJIEKHOCTH, MTOJIUTUYECKUX B3IJIS-
JIOB, PEIMTUO3HBIX WK PrnocoPckux yOoexx1eHUM, COCTOSIHUS 3I0POBbSI 1 MTHTUMHOM
KU3HHU CYOBEKTa IEPCOHATBHBIX JaHHBIX.

CpencrBa BLIMUCIMTETbHOM TEXHUKH — COBOKYITHOCTb IIPOTPAMMHBIX U TEXHUYE-
CKHX DJIEMEHTOB CHUCTEM OOpabOTKH JAaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSI-
TEJIbHO UJIU B COCTaBE JIPYTHX CUCTEM.

Cy0bekT nocryna (Cy0beKT) — U0 WK MPOLIECC, IEMCTBUS KOTOPOrO PeriiaMeH-
TUPYIOTCS IPaBUJIAMU Pa3rPaHUYCHUS JOCTYIIA.

Texnuyeckuil KaHaA yredykd MHGOpPMALMHU — COBOKYITHOCTh HOCUTENSI UH(Op-
Marmu (cpeicTBa 00paboTKU), (PU3MYECKOM Cpelibl pacnpocTpaHeHUs WH(POPMATUBHOTO
CHTHAJIa ¥ CPEJICTB, KOTOPHIMHU JTOOBIBACTCS 3alIIacMast iHOpMaIius.

Texnuueckne cpeacTBa HHGOPMALMOHHON CHCTEMbI NMEPCOHAJIBHBIX JIaH-
HBIX — CPEJICTBA BHIYMCIIUTEIILHON TEXHUKH, HH(POPMAITMOHHO-BBIYUCITUTETLHBIE KOMITICK-
Chl M CETH, CPEJICTBA U CUCTEMBI Tiepeiaun, npreMa u oopadotku [1/1H (cpeacTBa u cuctembl
3BYKO3AITUCH, 3BYKOYCWJICHHUSI, 3BYKOBOCIIPOU3BE/ICHUS, TIEPETOBOPHBIE U TEIECBU3UOHHBIE
YCTPOWCTBA, CPEACTBA U3IOTOBJIEHUS, TUPAKUPOBAHUS JTOKYMEHTOB U JPYI€ TEXHUYECKUE

cpencTBa 00pabOTKH peueBor, rpapuyeckoii, BUaeo- 1 OyKBEHHO-ITU(POBOKN HHBOPMAIHHN),



TPOrpaMMHBIE CPEZICTBA (OTIEPAIIMOHHBIE CHCTEMBI, CHCTEMBI YIIPABJICHUS 0a3aMyl JTaHHBIX
¥ T.I1.), CPEJICTBA 3aUTHI MH(OPMALIIH, TIPUMEHSIEMbIE B HH(POPMAIIIOHHBIX CHCTEMaX.

TpancrpanuyHasi nepeaaya NEpPCOHAJBHBIX JAaHHBIX — I€peraya Iepco-
HaJIbHBIX JAHHBIX OIlepaTtopoMm yepe3 l'ocymapctBeHHyro rpanuny Poccuiickon ®@e-
JIepalliy OpraHy BJIACTU MHOCTPAHHOTO TOCYJapcTBa, PU3NYECKOMY WM HOpUAUYE-
CKOMY JIMIY THOCTPAHHOTO TOCYAapCTBA.

¥Yrpo3bl 6€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHI U (pak-
TOPOB, CO3/IAOIIMX ONACHOCTb HECAHKIIMOHMPOBAHHOTIO, B TOM YMCJIE CIIy4aiiHOIO, JOCTYIIa
K MIEPCOHAITBHBIM JIaHHBIM, PE3YJIBTaTOM KOTOPOTrO MOXKET CTaTh YHUUTOKEHUE, H3MEHEHHE,
OJIOKMpOBaHKE, KOITMPOBAHUE, PACIIPOCTPAHEHHE MEPCOHATBHBIX JAHHBIX, a TaKKE HHBIX
HECAHKIIMOHUPOBAHHBIX JIEMCTBUM NPH MX 00pabOTKE B MHPOPMAIMOHHOM CHCTEME TIEPCO-
HaJIbHBIX JaHHBIX.

YHMYTOKEHHE NEPCOHAJIBHBIX JAHHBIX — JICICTBUS, B PE3YJIbTaTe KOTOPBIX HeE-
BO3MOYKHO BOCCTAHOBUTb COJICP’KaHUE MEPCOHATBHBIX TAHHBIX B MH()OPMAIIMOHHON CHCTeE-
M€ NEPCOHATBHBIX JIAHHBIX WIIM B PE3YyJbTaTe KOTOPBIX YHHUTOXKAIOTCS MaTepUalibHbIE
HOCHTEJIN NTEPCOHAIBHBIX TAHHBIX.

Yr1euka (BamminaeMoi) nHGOPMAIMK N0 TEXHUYECKHM KAHAJIAM — HEKOHTPO-
JMpyeMOoe pacipocTpaHeHne HHPOPMAIMU OT HOCUTEIS 3alliMIaeMol HHPOpMaIy Yepe3
bu3HMUecKyI0 Cpedy 10 TEXHUYECKOIO CpeJICTBA, OCYIIECTBISIOIErO epexBaT HH(popma-
117078

Ya3BUMOCTD — €1a00CTh B CPEACTBAX 3AILUTHI, KOTOPYIO MOYKHO HCTIONb30BATh /IS
HapyIIEHHUs CUCTEMBI WM COJIEpIKalleiicsl B HEW MH(pOpMAaLIWK.

HesocTHOoCTL MH(pOPMALIMM — CITOCOOHOCTH CPEICTBA BBIYUCIUTEILHON TEXHUKU
WM aBTOMATU3UPOBAHHOM CHCTEMBI 00€CTIeUBaTh HEM3MEHHOCTh MH(OPMAIMH B YCIOBU-

SIX CITy4alfHOTO W/WJIA TIPETHAMEPEHHOTO UCKKEHUSI (pa3pyIieHUs ).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTHBUpPYCHBIE CPEICTBA

APM — aBTOMaTH3UpOBaHHOE pabodee MECTO

BTCC — BcioMorarenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCI1JIH — nadopMaIpioHHas: CHCTEMA TIEPCOHATBHBIX TAHHBIX
K3 — koHTpompyemas 30Ha

JIBC — nokasnbHasi BHIYMCIIUTEIbHAS CETh

MD — MexceTeBoi 3KpaH

HC/] — HeCaHKIIMOHUPOBAHHBII JOCTYI

OC — onepanmoHHas cuctema

OV — 00pa3oBaTenbHOE YUPEKICHUE

[1/11 — nepcoHabHbBIE JaHHBIE

[IMB — nporpaMMHO-MaTEMATUIECKOE BO3IEHCTBUE

[10 — nporpamMmmHOe obecrieueHue

[I3MUH — no6ouHbIe 21eKTPOMArHUTHBIC N3TyYEHUS 1 HABOIKH
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpeacTra 3amuThl ”HPOPMAIIUU

C3I1/In — cuctema (mojcucTemMa) 3aiuThl IEPCOHATBHBIX JAHHBIX
COB — cucrema 0OHapy>XeHUS! BTOP>KEHUN

TKYU — Texandeckre KaHaibl yTeUKd HHPOPMAITUU

VYBIT/IH — yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX IaHHBIX

AUB — AnmunuctpaTtop HHOOPMAITMOHHON O€301TaCHOCTH
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BBEJAEHUE

Hacrosimas [Monutruka nadopmanrionnoi 6ezonacHoctu (naiee — [loautuka) MBOY

mures « Texanmdeckuity (nanee - OY) sBisiercs opUIUATBHBIM JOKYMEHTOM.

[TonuTuka pa3zpaboTaHa B COOTBETCTBUU C LEJSIMHM, 33Jla4aMH U MPUHIMUIIAMU
oOecrniedyeHns 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX, M3JI0KEHHbIX B KoHmenuuu
uHdopmarmonno 6ezonacHoctu UCIIIn OVY.

[TonmuTuka pa3paboTaHa B COOTBETCTBUM ¢ TpeOoBaHusMU DenepanbHOro 3a-
koHa oT 27 utonst 2006 1. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX» U [locTaHOBICHUS
[IpaBuTENHCTBA P® oT 01.11.2012 No 1119
"O0 yTBepkaeHHH TPeOOBAHUI K 3allIUTE MEPCOHATBHBIX JAHHBIX MPU UX 00pabOTKe

B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX", HA OCHOBAHUHU:

- «PekoMenganmii o oOecnedyeHnto 0€30MaCHOCTH NMEPCOHAIBHBIX JaHHBIX
pu UX 00paboTKe B MHPOPMALIMOHHBIX CHUCTEMAX MEPCOHABHBIX JTaHHBIX», YTBEP-

*’aeHHbix 3amectureneM aqupekropa @CTIK Poceun ot 15.02.2008 r.;

- «TumnoBbIX TpeOOBaHMU MO OpraHU3alUd M oOecredyeHnio (HyHKIIMOHUPOBA-
HUS WU(GPOBATBHBIX (KpUNTOIPAQUUECKUX) CPEACTB, MPETHAZHAYECHHBIX JUISl 3aLIUThI
nHpopManuu, He coJepKalel CBEACHUM, COCTABIISIONINX TOCY/IapCTBEHHYIO TallHYy
B CJy4yae MX HCIOJb30BaHUA ISl oOecrieueHHs] 0€30MacCHOCTH MEePCOHAIbHBIX JaH-
HBIX TIpU UX 00paboTKe B MHOOPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JAHHBIXY,
yTBepKIeHHbIX pyKoBOACTBOM § [lenTpa ®Ch Poccum 21.02.2008 r. Ne 149/6/6-662.

B IlonuTtuke omnpesaeneHsl TpeOOBaHUS K MEPCOHANY, 3a/ICHICTBOBAHHOMY B pa-
6ote ¢ UCII[un OV, creneHh OTBETCTBEHHOCTH MEPCOHANA, CTPYKTypa U HEOOXO01H-
MBIl YpPOBEHb 3aLIUIIEHHOCTH, CTATyC U JOJKHOCTHBIE OOS3aHHOCTU COTPYIHUKOB,

OTBETCTBEHHBIX 3a oOecrieueHue 0e3omacHoCTH mnepcoHanbHbIX AaHHBIX B MCII/IH

OV.
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1. O01mme moJ10KeHUA

Lenwro HacTosmiei [lomuTnkm sBaseTcs oOecIeueHre 0€30IaCHOCTH 00OBEKTOB
3amuThl OY OT BceX BUIOB YIpO3, BHEIIHMX UM BHYTPEHHHUX, YMBIIUICHHBIX U He-
IIPEIHAMEPEHHBIX, MUHUMH3aLUs yIliepOda OT BO3MOXKHOM peanu3aluu yrpo3 0e3-
onacHoctu I11u (YBITH).

be3onacHOCTh MEpCOHATBHBIX JAHHBIX JOCTUTAETCS MyTeM HUCKIIOYEHHUS He-
CaHKI[MOHUPOBAHHOI'O, B TOM YHKCJIE€ CIy4YalHOT0, JOCTYIA K IEPCOHATBHBIM JaHHBIM,
pe3yiabTaTOM KOTOPOT'O0 MOXKET CTaTh YHMUTOXXKCHHE, U3MEHEHHUE, OJIOKMPOBaHUE, KO-
MAPOBAHUE, PACIIPOCTPAHEHUE TMEPCOHATBHBIX JIAHHBIX, a TaKXK€ WHBIX HECAHKIUO-
HHUPOBAHHBIX JEHUCTBUM.

Nudopmarus u cBsizaHHbIE ¢ HEH PECYPCHI IOJKHBI OBITh JIOCTYITHBI JJIsl aBTO-
PU30BaHHBIX TMOJIb30BaTeNe. JI0OJKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHapy»Ke-
HUe U pearupoBanue Ha Y BIIJIH.

JIOJDKHO OCYIIECTBIATHCS MPEIOTBPAILICHHE MNPEIHAMEPEHHBIX WIIM CIydail-
HBIX, YACTUYHBIX WJIA MOJHBIX HECAHKIIMOHUPOBAHHBIX MOIU(PUKAIMI WU YHUUTO-
YKEHUSI TAaHHBIX.

CoctaB 00BEKTOB 3alllUThI MPEJCTABJICH B IMEpeyHe 3amuiiaeMoi nHdopma-
107078

Cocras UCII[IH noanexanmx 3anure, npeacrasieH B Otuere o pe3yiabTarax
MIPOBEJICHUSI BHYTPEHHEN TPOBEPKU.

Ora [lonmurrka nHGOPMAITMOHHON 0€30MMacHOCTH ObliIa YTBEPIKISHA JTUPEKTO-

poMm MBOY nuues «Texuuueckuii» U BBEACHA B ICHCTBUE.
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2. O0JacThb geicTBuA

TpeOGoBanus Hacrosiieil [oTUTHKHA pacpOCTPAHSIOTCS HA BCEX COTPYIHUKOB
OV (mratHbIX, Bp€MEHHBIX, pa0OTaOIUX O KOHTPAKTY H T.II.), @ TAK)KE BCEX IPO-
YUX JIMI — PEICTABUTEIEN OpraHu3aluui, KOTOPbIE HAXOAATCS B JIOTOBOPHBIX OTHO-

meHusix ¢ OY (moapsIIuKy, ayIuTOPhI U T.11.).
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3. CucremMa 3a1IUTHI IEPCOHAJBbHBIX JAHHBIX

Cuctema 3amuThl nepcoHanbubiX AaHHBIX (C3II/[H) cTpouTcst HA OCHOBaHUMU:

- OTdera 0 pe3ynbTaTax MPOBEICHUS BHYTPEHHEH NMPOBEpPKH (pa3padaThiBacT-

Csl MHIMBUAYAJIBHO JIJIs 00pa30BaTEIBLHOIO YUPEKIACHUS);
- [lepeuns 3amminaemoit nHGOpPMaIIUH;

- Mogaenu yrpo3 0e30MacHOCTH MEepCOHANBHBIX JAHHBIX (pa3paldaThIBaeTCsl HH-

JTVBUAYAIIbHO JJIs1 00pa30BaTEIBHOTO YUPEKICHHUS);

- [lonoxenuss o pa3rpaHu4CHUN IIpaB AOCTYyIIa K 06pa6aTI>IBaeMI>IM IIepco-

HaJIbHBIM JAaHHBIM (Pa3peHII/IT€JIBHa$I CUCTCMa J0CTYyIIa K ICPCOHAJIbHBIM I[aHHBIM);

- PykoBomsammx nokymeHToB ®CTOK n ®Cb Poccun.
Ha ocHoBaHMU 3THUX JOKYMEHTOB OINpEAENsieTcs HEOOXOMMbINH YPOBEHb 3alllUIIECH-
Hoctu [I/In xaxpou UCII[In OY. Ha ocHOBaHuM aHamm3a akTyaJbHBIX YTPO3
6e3onacHoctu I1JIH, onucannoro B Mogenu yrpo3 u Otuera 0 pe3ylibTatax MmpoBe-
JIEHUsI BHYTPEHHEW MPOBEPKH, JEIAeTCs 3aKII0YEHUE O HEOOXOJIMMOCTH HMCIOJIB30-
BaHUSI TEXHUYECKUX CPEACTB U OPraHU3AIMOHHBIX MEPOMPUATUM Il oOecrieueHust
6e3onacHoctu [1/[H. BeiOpanHbie HE0OX0AMMBIE MEPOTTPUATHS OTpakatoTcs B [lmane
MEpOMPUATUIA 10 obecTieueHnto 3amuThl [1/]H.

Jns xaxaoit UCITJIH noimkeH OBITh COCTaBIICH CITMCOK HCIIOJIb3YEeMbBIX TEXHH-
YECKUX CPEJICTB 3aIlIUTHI, a TaKKe MPOrPaMMHOT0 OOECIeYeHUs, y4aCTBYIOIIETO B

obpabotke I1/In Ha Bcex anementax UCII/IH:
- APM nosnb3oBatenen.
- CepBepa NpUITOKEHUM.
- CYB/.
- I'panunsl JIBC.

- Kananpl mepegaun B ceTu OOIIEro MOJb30BaHUS U (MJIM) MEXIYHAPOIHOTO

oOMeHa, ecnu o HuM nepeaarotcs [1/1x.
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B 3aBucumoctu oT ypoBHs 3ammineHHocTd WCII[IH ¥ akTyalbHBIX yrpos,

C3I1/IH MOKeT BKJIIOUATh CJIECIYIOIINE TEXHUUYECKHUE CPEICTBRA:
- aHTUBUPYCHBIE CPEJICTBA JIsl pabOYUX CTaHIMI MOJb30BaTeNIel U CEPBEPOB;
- CpEICTBA MEKCETEBOI'0 SKPAHUPOBAHUS;

- cpeficTBa KpunTorpapuyecko 3ammTbl UHPOpMALIMU, TPU Mepeade 3aiiu-
aeMoi MHpOopMalluy Mo KaHajaM CBS3H.

Taxke B CITMCOK JOJDKHBI OBITh BKIIFOYEHBI (DYHKITUW 3aIUTHI, 0OecCrieurnBac-
Mbl€ IITATHBIMU cpencTBamMu 00paboTku [IJIH omepallMOHHBIMH CHCTEMaMH, TPH-
kiIaaHaeiM 11O U cnenuanbHbIMU KOMIUIEKCAMH, PEATU3YIOIIMMH CPEJICTBA 3AIIUTHI.
Cnucox (GyHKIIUN 3alUThI MOKET BKJIIOYATh:

- YIpaBJICHUE U Pa3TPaHUUYCHUE JOCTYIA ITOJIb30BaTEIIEH;

- PETUCTpALIMIO U YUYeT ACUCTBUHN ¢ MH(POPMALIHEI;

- obecrnieyeHue 1eIOCTHOCTH JTAHHBIX;

- OOHapyXEHUE BTOPKECHU.

CHnucok UCToJIb3yEMbIX TEXHUUECKUX CPEACTB OTpaxaercs B [Inane meponpu-
ATUA 1O OOECTICUCHHUIO 3alTUThl MEPCOHANTBHBIX JAaHHBIX. CHHCOK HMCIHOJIb3yEeMbIX
CPEACTB JOJDKEH MOJJACPKUBATHCA B aKTyaIbHOM COCTOSIHMHU. [Ipu m3MeHenuu co-
CTaBa TEXHUYECKHX cpelcTB 3ammThl Wi 3nemMeHToB MCII/IH, cooTBeTCTBYyIOIINE
W3MEHEHUS JOJHKHBI ObITh BHECEHBI B CIHUCOK U yTBEpKAEHbI AupekTopoM OV wmm

JIAIIOM, OTBETCTBEHHBIM 3a oOecrieueHue 3amuThel 11/]H.

15



4. TpeooBanusi k moacucremam C3I1/1n

C3I1/Ix BrIIIOYAET B ce0sl CAEAYIONIUE MTOACUCTEMBI:

- YIIPaBJIEHUS JOCTYIIOM, PETUCTPALIN U YUETa;

- o0ecreyeHust UENOCTHOCTH U TIOCTYITHOCTH;

- AHTUBUPYCHOM 3aIlUTHI;

- MEXXCETEBOI'0 SKPAHUPOBAHNS;

- aHaJIM3a 3alUIIEHHOCTH;

- 00Hapy’KEHUs1 BTOPKEHUI;

- KpUnTOrpauyecKoil 3aliuThl.

[Moacucremsr C3I1/IH uMerOT pazinyHyro (yHKIHOHAIBHOCTh B 3aBUCUMOCTH
ot knacca UCII/H, onpeneneHHoro B Akte KiacCUPpUKAMU UHPOPMAIIMOHHON CH-
CTEMBI IEPCOHANBHBIX AaHHBIX. Criucok cooTBeTcTBUs (pyHKIMil noacuctem C3I1/IH

KJIACCy 3allIMIICHHOCTH ITPCACTABJICH B HpI/IJIO)KeHI/II/I 1.

4.1. MoacucreMbl ynpaBjeHusl J0CTYIIOM, PErHCTPAIIMA U yUeTa

Iloncucrema yrpaBieHuss AOCTYIIOM, PETMCTPALMM U ydeTa MpPEIHA3HAYEHA

JUISL peau3aiiu ClAeayommuX QyHKIUI:

- WICHTU(PUKALUUA U TTPOBEPKU MOIJIMHHOCTH CYOBEKTOB JJOCTYIIA MPU BXOJE B
NCII/H;
- uAeHTU(UKAIMK TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBS3U, BHEIIHUX

YCTPOMCTB IO JJOTUYECKUM UMEHAM;

- UCHTU(PUKALUK [IPOrpaMM, TOMOB, KaTajoros, (ailios, 3amnucei, noyien 3a-

MUcel 110 UMEHaM;

- perucTpaiuu Bxojaa (BeIxo/1a) CyObEKTOB JOCTyNa B CUCTEMY (U3 CHUCTEMBI),
MO0 perucTpanuu 3arpy3kd U MHUIMAIU3AIUU ONEPAllMOHHON CUCTEMBI U €€ OCTa-
HOBA.

- PETUCTpALMK MOMBITOK JIOCTYMa MPOrpaMMHBIX CPEACTB (IIporpamm, mpolec-

COB, 337124, 33JIaHUI) K 3aIUIIaeMbIM (aiiam;
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- PETUCTpALMK MOMNBITOK JOCTyNa MPOTrPaAMMHBIX CPEJICTB K TE€pMUHAjJaM, Ka-
HajaM CBS3H, IporpaMMaM, ToMam, KaTajoram, gaiiam, 3anucsaM, MOJISM 3aIucen.
[Toncucrema ympaBiieHUs TOCTYIOM MOXET OBITh peaji30BaHa C MOMOILBIO
IITaTHBIX cpencTB 00padoTku [1JIH (onepanmonubix cucteM, npuioxkenuit u CYB/]).
Taxoke MOXeT ObITh BHEIPEHO CIIELUATIbHOE TEXHUYECKOE CPEJICTBO WJIM UX KOM-
IUIEKC, OCYILIECTBISIFOIINM TONOJHUTEIbHBIE MEPHI 110 ayTEHTU(PUKAIIMM U KOHTPOJIIO.
Hanpumep, npuMeHeHNe €AMHBIX XPAHWINIL YYETHBIX 3alMCEll MOIb30BaTeNel U pe-
TMUCTPAllMOHHON MH(pOpMaIuK, UCIOIb30BAHNE OMOMETPUUYECKUX U TEXHHUYECKHX (C

MOMOIIBIO 3JEKTPOHHBIX MPOMYCKOB) MEP AyTEHTU(PUKALUU U APYTUX.

4.2. HOI{CI/ICTeMa o0ecneueHus HEJOCTHOCTH M NOCTYITHOCTH

[Toncucrema oOecrieyeHusl LENOCTHOCTH M JTOCTYNMHOCTH TNPEAHA3HAYECHA IS
o0ecrnieueHusl 1ENOCTHOCTU U JocTynHocTH [I/IH, mporpaMMHBIX M anmapaTrHbIX
cpenctBs UCII[An OY, a Taxxke CpPEencTB 3alllUTHI IIPU CIYYaWHOW WM HAMEPEHHOU
MoauUKaITUH.

[ToncucreMa peanusyercsi C TOMOLIBIO OPTaHU3ALUU PE3EPBHOTO KOIIMPOBAH HsI
00pabaTbIBa€MbIX JTaHHBIX, a TAKXKE PE3EPBUPOBAHMEM KIIFOUEBBIX 31eMeHToB M C-

IT/1H.

4.3. TloncucreMa aHTUBUPYCHO# 3a1IHUTHI

[loncucremMa aHTUBUPYCHOM 3allMTHI MpEIHA3HAUYEHA Il 00eCIieueHUs aHTH-
BUPYCHOM 3amuThl cepepoB U APM nons3oBareneit UCIIIx OV.
CpencTBa aHTHMBUPYCHOM 3alllMTHl NPEIHA3HAYEHBI JUIS peajM3ally CIEAyIo-

X QyHKIMM:
- PE3UAECHTHBIM AHTUBUPYCHBI MOHUTOPHHT
- AaHTUBUPYCHOE CKAaHUPOBAHHUE;
- CKpUNT-0JIOKUPOBAHUE;

- [ICHTPAJIN30BaHHAs/yAaJIeHHAs] yYCTAaHOBKA/IEUHCTAIISIUS aHTUBUPYCHOTO
NPOAYKTa, HACTPOWKa, aAMHHUCTPUPOBAHUE, TPOCMOTP OTYETOB U CTATUCTUYECKOU
nH(popMaruu o padboTe MPoayKTa;

- AaBTOMAaTU3UPOBAHHOE OOHOBJIEHNE aHTUBUPYCHBIX 0a3;
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- OIrpaHUYCHUC IIPaB I10JIL30BATCIIAI HAd OCTAHOBKY HCIIOJIHACMBIX 3a/1d4 U HU3-

MEHEHHUE HACTPOEK aHTUBUPYCHOTO MIPOTPAMMHOT0 00€CTICUCHUS;

- AaBTOMAaTUYECKUI 3aIyCK cpa3y MOCIE 3arpy3Ku ONepaliOHHON CUCTEMBI.
[loncucrema peanu3yercsl IyTEM BHEAPEHHUS CIEUATbHOTO aHTUBHPYCHOTO

nporpaMMHoro odecreueHust Ha Bce anemeHnTsl MCITIH.

4.4, TloacucremMa MeKCeTEeBOr0 IKPAHUPOBAHMS

[ToncucremMa MEXCETEBOTO SKPAaHUPOBAHUS MpeJHA3HAYEHA [UJIS peaiu3aliu
CIETYFOITIX (PYHKITHIA:

- puabTpalMM OTKPHITOrO M 3ammdppoBaHHOro (3akpeitoro) IP-tpaduka mo
Pa3JIMYHBIM [apaMeTpam;

- ¢UKcaluM BO BHYTPEHHUX KypHaJlax MH(OPMALMK O MPOXOMASIIEM OTKPHI-
TOM U 3aKkpbiToM [P-Tpaduke;

- uAeHTU(DUKAIMKY U ayTeHTU(PUKAIIMU aIMUHUCTpATOpa MEXCETEBOIO dKpaHa
IIPU €0 JIOKAJIBHBIX 3aIpocax Ha JOCTYITI;

- peructpanuu Bxoaa (BbIXOJa) afMHUHUCTpPATOpPa MEXKCETEBOr0 dKpaHa B CH-
cTteMy (M3 CUCTEeMBbl) MO0 3arpy3Ku U UHUIMATIU3AI[UU CUCTEMBI U €€ MPOrPaMMHOI0
OCTaHOBA;

- KOHTPOJIS LIEJIOCTHOCTH CBOEH MPOrpaMMHOM U HH(POPMALIMOHHOM YacTu;

- (UIbTpallUM MAKETOB CITY>KEOHBIX MTPOTOKOJIOB, CIYKAIIUX JJISI TUATHOCTUKHU
U yTpaBlieHUs pab0TOMN CETEBBIX YCTPONCTB;

- GUIbTpallUM C Y4€TOM BXOJIHOTO M BBIXOJIHOIO CETEBOro MHTepdeiica Kak
CpeACTBa MPOBEPKH MOJJTUHHOCTU CETEBBIX aJ[PECOB;

- PETUCTpAIIMH U yUeTa 3alpaliiBaeMbIX CEPBUCOB MPUKIIATHOTO YPOBHS;

- OJIOKMpOBaHUS JOCTyINa HEUJACHTU(PUIIMPOBAHHOTO OOBEKTAa WU CyOBEKTa,
MO/JTMHHOCTh KOTOPOTO TMpH ayTeHTU(PHKAIMKM HE TMOATBEPANSIACh, METOJIAMH,
YCTOMYMBBIMU K MIEPEXBaTYy;

- KOHTPOJIS 32 CETEBOM aKTMBHOCTHIO MPUJIOKECHUNU M OOHAPYKEHUS CETEBBIX
aTax.

[Toncucrema peanusyeTcsi BHEAPEHUEM MTPOTrPaMMHO-AIAPATHBIX KOMILIEKCOB

MEXCETEBOI0 3KpaHrpoBanus Ha rpanuue JIBC, knaccom He Huxe 4.
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4.5. IoacucreMa aHAJIN3A 3AIUIICHHOCTH

[Toncucrema aHanM3a 3alMILEHHOCTH JOJKHA OOECIIEUNBATh BBISBICHUS Ysi3-
BUMOCTEH, CBA3aHHBIX ¢ ommoOkamu B koH(purypanuu [10 UCIIH, koTopbie MOTYT
OBITh MCIIOJIb30BaHbl HAPYIIUTEIEM JUIsl pean3alii aTakl Ha CUCTEMY.

DYHKIMOHAIBHOCTh MOJICUCTEMBI MOXET OBITh pealn30BaHa MPOrpPAMMHBIMH

H IIPOrpaMMHO-allIIapaTHBIMHU CPCACTBAMMU.

4.6. Iloacucrema oOHApPY:KeHNsI BTOP:KEHU I

[Toncucrema oO6HapyKEHHUST BTOP)KEHHUM J0bKHA 00€CTIeUUBaTh BBISBJICHUE Ce-
TeBBIX arak Ha ’nmeMeHThl UCIIIH, mOaKIIOYeHHBIE K CETAM OOIIEro MOJIb30BaHUSI U
(MII1) MEXTYHApPOJHOTO OOMEHA.

OYHKIMOHAIBHOCTH TMOJICHCTEMBI MOXKET OBITh pPealM30BaHa MPOrPAMMHBIMU

Y IIPOTPAMMHO-ANNAapATHBIMU CPEICTBAMH.

4.7. MoacucreMa KpUNTOrPaduUeCKoil 32U THI

[Toncucrema kpunrorpapuueckodl 3alUThl MpeIHAa3HAYeHa ISl UCKIIOYEHUS
HC/ x 3amumaemoit undopmaruu B UCIIn OY npu ee nepenave 1o kaHajaaM CBsi-
3M CeTel 00ILEro MOJIb30BAHUS U (M) MEXIYHAPOAHOTO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHUEM KpPUNTOrpapuuecKux MpOorpaMMHO-

alrapaTHbIX KOMIIJICKCOB.
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5. IMoawb3oBareau UCIIAn

B Konnenuuu nHpopMaimoHHo#l 6€30MacCHOCTH ONpPEIEICHb OCHOBHBIE KaTe-
ropuu mnojb3oBareneil. Ha ocHOBaHMM 3THX KaTeropuu JOJDKHA OBITH MPOU3BEACHA
tunu3anus nonbszoBarenet UCII/H, onpeaeneH X ypoBeHb JOCTyIa U BO3MOKHO-
CTH.

B UCIIJr OY M0>KHO BBIAEIUTH CIEAYIOIINE IPYIIbI MOJIb30BATENICH, ydacT-

ByIOIINX B 00paboTke u xpanenuu [1/1H:
- Anmunuctpartop UCITH;
- Anpmunuctparop 6e3zonacnoctu UCII/IH;
- Onreparop APM;
- AIMUHUCTPATOD CETH;

- TexHuyeckuil cneruaInucT no odciyXKuBaHuto nepudepuitHoro odopya0Ba-

HUS,

- [Iporpammuct-pazpadorunk MCII/H.
JlanHBIC O TpyMMax IMOJIb30BATEISIX, YPOBHE MX JOCTyIa U HHPOPMHUPOBAHHO-
CTH JI0JbKEeH ObITh oTpaxkeH B [lonoskeHun o pa3rpaHMyueHuu MpaB J0CTyIa K oOpabda-

TBIBACMBIM IICPCOHAJIBHBIM JaHHBIM.

5.1. Anmunuctparop UCIIAn

Anvmunuctparop UCII/H - corpyaauk OV, OTBETCTBEHHBIM 3a HACTPOWKY,
BHenpenue u conpoBoxkaeHue MCII[In. O6ecneunBaeT QyHKIIMOHUPOBAHUE TTOJICH-
creMbl yrpasieHus poctynom WCIIJIH v ynoJHOMOYEH OCYILIECTBISATh NMPENOCTAB-
JIEHWE W pa3rpaHUYCHHUE JOCTYINa KOHEYHOTO Mojb3oBaTens (omeparopa APM) k
AJIEMEHTAaM, XPaHsAILIHM [1IEPCOHAJIbHBIC TaHHBIC.

Anmvunuctpatop UCII/IH o61agaeT cieayommum ypoBHEM AOCTYIIa U 3HAHUM:

- o0sagaeT noaHoM uHpopMaIueil 0 CHCTEMHOM U MTPUKIIATHOM MPOTPaMMHOM
ooecnieuennu MCII/H;

- o0yagaeT nonHoi uHQOpMaIel 0 TEXHUYECKUX CPEJCTBaX U KOHPUTYpaLUu

WCTITx;
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- UIMEET JOCTYI KO BCEM TEXHUYECKHM CpeAcTBaM 00paboTKu MHPOpMAIUU U
nanasiM UCI/IH;
- o0ylajaeT mpaBaMM KOH(QUIYpUPOBAHMUS M aJMHHUCTPATUBHOM HACTPOMKHU

texHuueckux cpeacts UCITIH.

5.2. AAMHUHHMCTPATOP 0e30MaACHOCTH

AnmMuHucTpaTop 6e3omacHOCTH - cOTpyAHUK OV, OTBETCTBEHHBINH 32 (PyHK-
nuonuposanue C3I1/[H, BKItoyas oOcayKMBaHUE U HACTPOUKY aIMUHUCTPATUBHOM,
CEPBEPHOMN M KIIMEHTCKOW KOMITOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 00JIaJJaeT CIEAYIONIMM YPOBHEM JOCTyNa H

3HAHUM:
- obnanmaer npaBamu Anmunuctparopa UCIT/IH;
- obnamaer nonHou undopmarueit 06 UCIIH;

- UIMEET JIOCTYI K CPeACTBaM 3allUThl HH(OPMALIMK U TIPOTOKOJIMPOBAHUA U K

yacTH Kto4eBbIx aneMeHToB UCII/IH;

- HE UMEET MpaB JIOCTYMAa K KOHQUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 32
UCKJIFOYEHHUEM KOHTPOJIbHBIX (MHCIIEKIMOHHBIX).

AMUHHCTpATOP OE30MACHOCTH YIIOJIHOMOYECH:

- peaIM30BbIBATh MOJIMTUKY O€30MacHOCTH B YaCTH HACTPOMKU CUCTEMBI KOH-
TpoJs 3anmThl nHpopMaruu (CK3HM), MekceTeBbIX SKpaHOB U CUCTEM OOHAPY KCHHUS
aTak, B COOTBETCTBHM C KOTOPBHIMU ToJib3oBaTenb (Oneparop APM) momyyaer Bo3-
MOXHOCTb padoTtath ¢ anemenTamu MCII/IH;

- OCYILIECTBJISITh ayAUT CPEJICTB 3AIUTHI;

- YCTaHABJIMBATh JOBEPUTEIIbHBIC OTHOLICHUS CBOEH 3AIIUILEHHOW CETH C Ce-

TAMU IPYTUX HOAPA3ACICHUM.

5.3. Onepatop APM
Omnepatop APM - corpynauk OV, ocymectsistonuii o0padorky [1/]a. O6-

pabotka I[1/In BkIrouaeT: Bo3MOkHOCTh npocMoTpa [1/IH, pyunoit BBoa IIJIH B cu-

ctemy UCII{H, dopMupoBaHue CripaBOK M OTYETOB MO MHGOPMAIIUHU, TTOTYyYSHHOU
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u3 UCIIJn. Oneparop He UMEET MOJTHOMOYHM NJIsl yIpaBieHUs MOACHUCTEMaMu 00-
pabotku nanubix U C3I1/H.

Omnepatop UCIT/IH obnagaeT ciieqyronM YpoBHEM AOCTyNAa U 3HAHUM:

- o0amaeT BceMu HEOOXOMUMBIMU aTpuOyTamu (Harpumep, mapojiem), odec-
MEYMBAIOLIMMHU TOCTYIl K HEKOTOPOMY NOAMHOKeECTBY I1/1H;

- paciojaract KOH(l)I/II[eHHI/IaJIBHBIMI/I JaHHBIMH, K KOTOPBIM UMCCT OOCTYII.

5.4. AIMMHHMCTpPaATOP CeTH

AnmMuHHCTpaTOp ceTH - cOTpyAHUK OV, OTBETCTBEHHBIN 3a (PYHKIIMOHHUPOBA-
HUE TeleKOMMyHUKannoHHOM noacucremsl UCITIH. AIMUHUCTPATOp CETH HE UMEET
MOJIHOMOYHMI JIJIs1 YIIpaBJIEHUs MoicucTeMaMu 00paOOTKH TaHHBIX U 0€30M1aCHOCTH.

AJIMUHHCTpATOp CETH 00JaJaeT CAEAYIOIUM YPOBHEM JOCTYyNA U 3HAHUM:

- o0ylajaeT yacThl0 MHPOPMAIUU O CUCTEMHOM M MPUKJIAJAHOM MPOTPaMMHOM
ooecnieuennu MCII/H;

- o0siagaeT yacThio HHPOpPMALIMKU O TEXHUYECKUX CPEICTBAX U KOHPUTYpaLUU
NCI1/H;

- UMeeT (PUBMYECKHUI JTOCTYN K TEXHUYECKUM CpeACTBaM 00pabOTKu MHGOP-
MalWy U CPEeICTBAM 3aLIUTHL;

- 3HACT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5. TexHnuyeckuii CIeNUAINCT MO 00CTYKUBAHUIO epudepuiitHOro
000py10BaHMS

TexHu4yeckuil CrnenuanucT mo OoOCHyXXuBaHUIO - coTpyaHuk OY (wm UC-
[1/1H), ocyiecTBISIOMUA 00CITy>)KHBAaHUE U HACTPOUKY nepudepuitHoro o0opyaoBa-
Hust UCII{H. TexHuuyecKui CHeruaiucT Mo OOCTY>KMBAaHHUIO HE UMEET JOCTyIa K
[1/1H, HE UMeeT OJTHOMOYHUMN ISl YIIPABJICHUS MOJACUCTEMaMH 00pabOTKH JaHHBIX U
0€30IaCHOCTH.

TexHHUYeCcKuil CeUanucT Mo 00CIyKMBaHUIO 00JIa/IaeT CIAEAYIOIIMM YPOBHEM
JIOCTYIIA ¥ 3HAHUN:

- o0jasaeT yacThi0 UHPOPMALUKA O CUCTEMHOM M MPHUKIIATHOM MPOrPaMMHOM

ooecnieuennu MCII/IH;
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- o0agaeT yacTbio HHPOPMALIMKM O TEXHUYECKUX CPEICTBAX U KOHPUTYpALUU
NCIId#;

- 3HACT, 110 MECHBIIICH MCpPC, OAHO JICTAJIbBHOC UM JOCTYIIA.

5.6. IIporpammuct-pa3zpadoruux UCIIIn

[IporpaMMHCTBI-pa3pabOTUUKU (ITOCTABIIUKK) MPUKIATHOTO MPOTPAMMHOTO
oOecrniedyeHrss 00ECIEYMBAIOT €T0 COIMPOBOXKACHHWE Ha 3amuiiaeMoM oObekte. K
JAHHOM TpyIe MOTYT OTHOCUTBHCS Kak coTpyaHUKH OV, Tak U COTPYIHHUKHU CTO-
POHHUX OpraHU3aLUN.

JIuno »ToOM Kareropuw:

- obnamaer uHpopManue o0 anropuTMax M nporpammax oopaboTku UHPOP-
maruu B UCII/H;

- 00y1ajaeT BO3MOXHOCTSIMU BHECEHHUS! OLIMOOK, HEAEKIapUPOBAaHHBIX BO3-
MO>KHOCTEW, MPOTPaMMHBIX 3aKIaJ0K, BPEJOHOCHBIX MPOrpaMM B MPOrpPaMMHOE
obecneuenne UCII/IH Ha ctaguu ee pa3paOOTKU, BHEAPEHUS U CONIPOBOXKACHHUS;

- MOXKET pacroJiaraTb JIOObIMU (parMeHTamMu HWHGOpPMAIMU O TOIOJIOTUU
NUCIIH 1 TexHuueckux cpeacTBax o0padoTku u 3aumThl [1/1H, oOpadaTbiBaeMbIX B

WUCTIIn.
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6. TpeGoBanus k nepcoHasy nmo odecnevyeHu o 3amuThl [1/{n

Bce corpynnuku OV, sBisitomuecs noas3oateiasimMu UCIH, 10mKHB Y€TKO
3HATh M CTPOTO BBIMOJHATH YCTAHOBJIEHHBIE MPAaBWJIa U O0S3aHHOCTU MO JIOCTYIY K
3alUIIaeMbIM 00BEKTaM U COOJIOCHHUIO MPUHATOTO pexxknma 6ezonmacHoctu [1/]H.

[Ipn BCTymieHMM B JOJDKHOCTH HOBOTO COTPYIHHMKA HEMOCPEICTBEHHBIN
HaYaJIbHUK MOJPa3/eIeHHs], B KOTOPOE MOCTYMAET COTPYAHUK, 00s3aH OpraHru30BaTh
€ro 03HaKOMJIEHHE C JIOJDKHOCTHOM MHCTPYKIMEN U HEOOXOAMMBIMH JTOKYMEHTaMH,
pernameHTHpyromuMu TpeboBanus no 3ammre [1/IH, a Taxke oOydeHHe HaBBIKAM
BBINIOJIHEHUS TPOLENYp, HEOOXOIUMBIX JJIsi CAaHKUIMOHUPOBAHHOTO HMCIOJIb30BAaHUS
NCITH.

CoTpyIHUK OJKEH OBITh 03HAKOMJIEH CO CBeAeHUsIMU HacTosAuel [lomutukuy,
NPUHATHIX Tpouenyp padotsl ¢ anementamu UCITn u C3I1/1H.

Cotpynnauku OV, HCHONB3YIOIINE TEXHUYECKHUE CPEACTBA ayTECHTHU(PHUKALUH,
JOJKHBI 00ECIeUnBaTh COXPAHHOCTh WACHTHU(PHUKATOPOB (AIEKTPOHHBIX KIIIOUEH) U
He ponyckath HC/[ x HUM, a Tak € BO3MOXHOCTh MX YTEPU WU MCIOJIb30BAHUS
TpeTbUMH JIMIAMH. [losb30BaTeNn HECYT NMEPCOHAIBHYIO OTBETCTBEHHOCTH 3a CO-
XPAaHHOCTh UJAEHTU(UKATOPOB.

Corpynnauku OY TOJDKHBI CIIEOBaTh YCTAHOBJIEHHBIM IpOILEAypaM MHOILIED-
*)aHus pexxuma 6e3omacHocty [1/]n npu BIOOpE U UCTIOIB30BAHUU MTAPOJICH (€CTH HEe
UCITOJIb3YIOTCSl TEXHUYECKUE CPENICTBA ayTEHTU(UKAIIUN).

Cotpynnuku OY nomxHbl oOecriedrBaTh HAJUJIEKALIYI0 3allUTy 00OpyloBa-
HUS, OCTaBJISIEMOT0 0€3 MPUCMOTpPa, OCOOEHHO B TEX CIIydasiX, KOrja B MOMEIICHHE
UMEIOT JOCTYIl MOCTOPOHHUE Jinla. Bece mosib30oBaTeNn AOMKHBI 3HATh TPeOOBaHUSA
no 6e3omacHocty I1/IlH m mpouexypsl 3auThl 000pPYIOBaHUS, OCTABJIEHHOTO 0€3
MIPUCMOTPA, a TAaK)Ke CBOM 00S3aHHOCTH IO 00ECTICUCHUIO TaKOM 3allUTHI.

CoTpyaHuKaM 3alpeniaeTcss yCTaHABIMBATH IIOCTOPOHHEE MPOrPAMMHOE
oOecrieueHune, MOIKJII0YaTh JIUYHbIE MOOMIBHBIC YCTPOWCTBA U HOCUTEIN HHGPOpMa-

I[MU, a TaK K€ 3aliChIBaTh HA HUX 3aIUIIAEMYI0 HH()OpMAIIHIO.
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CoTpynHUKaM 3ampeniaercs pasriamarh 3alluiacMylo UH(pOpMaIHio, KOTO-
pasi cTana UM M3BECTHA Mpu padboTe ¢ HHPopMaIMOHHBIMH cuctemMamu OV, TpeThbUM
JUIaM.

[Tpu padore ¢ [11n 8 UCII[Jn cotpynnuku OV o0s3aHbI 00€CTIEYUTh OTCYT-
CTBHE BO3MOKHOCTH TipocMotpa II[IH Tperbumu nunamu ¢ MOHUTOpOoB APM wiu
TEPMUHAJIOB.

[Tpu 3aBepmienuu padoter ¢ UCII[Ia corpynamnku 00s3aHbl 3amuTuTh APM
WM TEPMUHAJIBI C MMOMOIIbIO OJOKMPOBKU KIFOUOM WJIM SKBUBAJIEHTHOI'O CpPEJNICTBA
KOHTPOJIS, HallpUMEP, TOCTYIOM I10 [apOJIt0, €CIIM HE UCIOJIb3YIOTCS 00JIee CUITbHBIE
CpEIICTBA 3aIlMTHI.

Cotpynnuku OV 10KHBI OBITH MPOUH(DOPMHUPOBAHBI 00 yrpo3ax HapylIEHUs
pexuma 6e3onacHocTd [I/IH 1 OTBETCTBEHHOCTH 3a ero HapyueHue. OHU JOJIKHBI
OBITh O3HAKOMJIEHBI C YTBEPKJAECHHON (hopMaIbHON MPOLEAYpON HAJOKEHUS AUCLIH-
IUTMHAPHBIX B3BICKAHWI Ha COTPYIHHUKOB, KOTOPbHIE HAPYIIWIM MPUHATHIE MOJIUTUKY
u niporieAypsl 6e3onacuoctu [1JIH.

CotpynHuku 0053aHBI O€3 MPOMEICHUST coo0IaTh 000 BceX HaOII0aeMbIX
WM OJ03pUTENbHBIX citydasx padotsl UCIT/IH, Morymux nosieds 3a cOO0H yrpo3sl
oe3omacHoctu I1/[H, a Takke O BBISABICHHBIX UMM COOBITHUSIX, 3aTparuBaroNIuX Oe3-
onacHocTh [IJ[H, pyKOBOACTBY MOJApa3eieHUs U JIMIY, OTBEYAIOLIEMY 32 HEMEJICH-

HOE pearupoBaHue Ha yrpo3bl 6ezonacHoctu [1J[H.

25



/. JloJzKHOCTHBIE 00s13aHHOCTH noJib3oBatesieid MCIIIn

JommxHocTHBIE 00s13aHHOCTH ToJib3oBatesied CII/IH onrcaHbl B Cieayromux
JOKyMEHTaX:

- UncTpykuus agmuaucTtparopa 0e3omnacHoctu UCI/IH;

- MucTpykuums nons3oBaress UCII/IH;

- HCTpyKIMS 10JIb30BaTeNs P BOZHUKHOBEHUHU BHEIUTATHBIX CUTYalLlUM.

- HCTpyKIMs 10 OpraHu3anuy MapoJIbHOM 3alUTHI.
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8. OtBercTBeHHOCTH cOTPYIHUKOB UCIIIH

B cootBerctBUU co cT. 24 DenepanbHoro 3akona Poccuiickoit denepauun oT
27 nrons 2006 r. Ne 152-@3 «O nepcoHaNbHBIX JAHHBIX)» JUIA, BAHOBHBIE B HApPYy-
HIeHUU TpeOoBaHMU HaHHOrO denepaibHOro 3aKOHA, HECYT IPa)KIAHCKYIO, YTOJIOB-
HYI0, AIMUHUCTPATUBHYIO, TUCIUIUIMHAPHYIO U UHYIO IPENYCMOTPEHHYIO 3aKOHO1a-
TesbcTBOM Poccuiickoii denepannv OTBETCTBEHHOCTD.

JleiicTByto1ee 3aKkOHOAATETHCTBO PD mo3BOMSET NPEeaABABIATH TPEOOBAHUS 110
obecrniedyeHno 6e30macHoi padoThl ¢ 3amMIaeMoil MHpopMaueil u npeaycmaTpu-
BAET OTBETCTBEHHOCTH 33 HAPYIIEHUE YCTAHOBIICHHBIX ITPaBUII dKCIuryatanuu OBM u
CUCTEM, HEMPABOMEPHBIA NOCTYN K MH(POPMALMH, €CIH 3TH ACHCTBUSA MPUBEIH K
YHUUTOXKEHUIO, OJIOKUPOBAaHUIO, MOIU(pUKAIMU MH(OPMALlMU WM HapyIIEHUIO pa-
0601bl OBM unu cereit (crarbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIJIH u anMunHucTparop 0€30MacHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JIEVCTBHUs, COBEPILICHHBIC OT UMEHU MX YUYETHBIX 3alIUCEN WA CUCTEM-
HBIX YUYETHBIX 3alUCEl, €CIM He JOKa3aH (PakT HECAHKIMOHUPOBAHHOIO MCIOJIb30Ba-
HUSI YUYETHBIX 3alUCEN.

[Ipn Hapymenusx corpynaukamu OV - mons3oBarensmu MCII/IH nmpasuin,
CBsI3aHHBIX ¢ Oe3zomacHOCThIO [I/[H, OHM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO
JEUCTBYIOIIUM 3aKoHOAAaTeNnbCTBOM Pocculickon denepanumu.

[IpuBeneHHbIC BhIlIE TPEOOBAaHUS HOPMATUBHBIX TOKYMEHTOB IO 3alllUTE MH-
dbopmanu TOJKHBI ObITh oTpakeHbl B [lonoxenusix o monapasaeneHusix OV, ocy-
niecTisitomux 006padorky I1/In B UCII[IH 1 HOMKHOCTHBIX MHCTPYKLUSX COTPY/-
HUKoB OY.

HeoOxoaumo BHectu B [lonoxenus o noapazaenenusax OV, oCyIIECTBISIOMINX
oopabotky [1/In B UCII/IH cBeneHust 00 OTBETCTBEHHOCTH MX PYKOBOIUTENEH U CO-
TPYAHHUKOB 3a pa3rialleHHe U HECAaHKUMOHUPOBAHHYIO MOAU(UKALNIO (HCKaKEHUE,
danscuduxanuio) [1/1H, a Takxke 3a HEMPaBOMEPHOE BMEIIATEILCTBO B MPOLIECCHI X

aBTOMAaTU3UPOBAHHON 00PaOOTKH.
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9. CnuCoK HCIO0Jb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTHUBHO-IIPABOBBIMM M METOAMYECKUMHU JOKYMEHTAMH, Ha
KOTOpBIX 0a3upyercs HacTosee [lonoxenue, sBsitoTCS:

1. ®enepanbublil 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX J1aH-
HeIx» (nanee — ®3 «O mepcoHanIbHBIX NaHHBIX»), YCTAHABIMBAIOLIUN OCHOBHBIE
OPUHLMIBL U yciaoBus oOpabotku II/[H, mpaBa, 00s3aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00paboTkoii [1/1H.

2. IlocranoBnenue  IlpaButensctBa P® or 01.11.2012 Ne 1119
«O0 yTBepkIeHUH TPeOOBAaHUH K 3aIUTE MEPCOHABHBIX TaHHBIX MPU UX 00pabOTKe
B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX TAHHBIX).

3. «Ilopsaok npoBeaeHus kinaccuukanu UHPOPMAIIMOHHBIX CUCTEM IEpPCO-
HaJIbHBIX JTAaHHBIX», yTBEpKIAEeHHbIM cCOBMECTHBIM [Ipnkazom ®CTIK Poccun Ne 55,
®Cb Poccun Ne 86 1 Munundopmcsszu PO Ne 20 ot 13.02.2008 r.

4, «Ilomoxenne 06 0COOCHHOCTSX OOPAOOTKH MEPCOHANBHBIX JaHHBIX, OCY-
HIECTBIISIEMON 0€3 MCIOJIb30BaHUS CPEJCTB aBTOMATU3aLUWy», yTBepxkaAeHHoe [locTa-
HoBJieHueM [IpaBurensctBa PO ot 15.09.2008 1. Ne 687.

5. «TpeOoBaHUsI K MaTepUaIbHBIM HOCHUTENSIM OMOMETPUYECKUX IMEPCOHAIb-
HBIX JJAHHBIX U TEXHOJIOTHSIM XpaHEHMs TaKuX JaHHBIX BHE MH()OPMAIMOHHBIX CH-
CTEM NEepPCOHAJIbHBIX NaHHBIX», yTBepkaeHHble IloctanoBnenuem IlpaButenbcTBa
P® ot 06.07.2008 1. Ne 512.

6. «TpeboBanus o 3amuTe HHOOPMAIUHU, HE COCTABIIAIONICH TOCY1apCTBEHHYIO
TallHy, colep Kalleiicsi B roCyJ1apCTBEHHbIX MH(GOPMALIMOHHBIX CHUCTEMax», YTBEp-
*nensbie mpukazoM OCTIK Poccuu ot 11 depans 2013 r. Ne 17.

7. «CocTaB U cofepxaHHe OpraHU3aIMOHHBIX U TEXHUYECKUX Mep Mo obecrie-
YeHUI0 0€30MaCHOCTU MEPCOHAIBHBIX JAaHHBIX MPU UX 00paboTKe B MH(OpPMAIMOH-
HBIX CHCTeMaX MEePCOHATBHBIX JAaHHBIX», yTB. pukazom OCTIK Poccuu ot 18 des-
panst 2013 1. No 21.

8. HopmaTuBHO-MeTOIMYECKHE TOKYMEHTHI DeiepaabHOi CiIyKObl 10 TEXHU-
YECKOMY U 3KCIepTHOMY KOHTpoito Poccuiickoit @enepamuu (qanee - ®CTIK Poc-
cuM) 1o odecrneueHuro O0e3omnacuoctu [1/10 mpu ux oopadotke B UCIIH:
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9. Pexomenpanuu mo obOecrneyeHuto Oe30MacHOCTH MEPCOHANBHBIX JaHHBIX
npu ux 00paboTke B HHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX, YTB. 3aM.
nupexropa DCTIOK Poccunm 15.02.08 1. (J]i1s1 caykeOHOTO MOJIB30BaHHMS).

10. OcHOBHBIE MEPONPUATHS IO OPTAHU3AINH U TEXHUYECKOMY 00€CTIeUCHHUIO
0e30MacHOCTU MEePCOHANIBHBIX JIaHHBIX, 00padaThIBA€MbIX B MH(POPMAIIMOHHBIX CH-
CTEMax NEPCOHAIBHBIX AaHHBIX, YTB. 3aM. aupekropa ®CTIOK Poccun 15.02.08 r.
([1st cmy»keOHOTO TIOJIb30BAHNA).

11. ba3zoBas mojienb yrpo3 6€30MacHOCTU MEPCOHABHBIX JIaHHBIX MPU UX 00-
paboTke B MH(POPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. JUPEKTO-
pa ®CTOK Poccunm 15.02.08 1. ([l ciry>keOHOTO IMOTB30BAHMS).

12. Meronuka onpezeneHus: akTyajJbHbIX YIpo3 0€30M1aCHOCTH MEPCOHATBHBIX
JAHHBIX MPU UX 00pab0oTKe B MH(POPMALMOHHBIX CHCTEMaX MEePCOHAIbHBIX JAHHBIX,
yTB. 3aM. gupekropa PCTIK Poccun 15.02.08 r.

13. Meroauveckuii MOKyMeHT «Mepbl 3amMThl HWHPOPMAIUA B TOCYydap-
CTBEHHBIX MH(pOpMaIMOHHbIX cucTteMax», yreepxaeH @CTIOK Poccun 11 despans

2014 r.
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[Mpunoxenue 1 . Knaccudukarus MCITa (CornacHo yrpaTusmemy cuity nocranosinenuto [Ipasurenscrsa Poccuiickoit
®enepanuu ot 17 HOsAOps 2007 1. N 781 «O06 yrBepxkacHuu [lomoxkenns 06 odecrieueHUN 0€30TaCHOCTH MTEPCOHABHBIX TAHHBIX

npy uX 00paboTke B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX» U JAeicTBYIOmUM qokymeHTaM OCTIK)

No [Inan - mepeyeHb TEXHUYECKUX MEPOIPUATHHI TTO 00ECIIEYCHU IO 0€30IMaCHOCTH NCITn knacca | UCIIn knacca | UCIT[IH kimacca
NCIIA K3 K2 K1
I B noacucreme yripaBiieHUs: JOCTYIIOM:
PeanuzoBath uaeHTU(PUKAIUIO U TIPOBEPKY MOJTUHHOCTH CYOBEKTOB OCTYIA MPU
1 Bxojie B onepanmonnyto cuctemy UCII/{x mo maposro ycnoBHO-TIOCTOSSHHOTO JIeH- + + +
CTBUS, ITUHOW HE MEHee IIecTH OYKBEHHO-IU(POBBIX CUMBOJIOB;
Peann3oBaTh nIeHTUDUKALINIO TEPMUHAIIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeavlJImOBaTvb UACHTU(DHUKAIMIO TIPOTPaMM, TOMOB, KaTajoros, (haiyios, 3amucei, mo- i + +
JIeH 3aMuceil o UMEHaM;
4 Peanm3oBaTh KOHTPOIIb HOCTYIA CYOBEKTOB K 3aIHMIAEMBIM PECYpPCaM B COOTBET- i + +
CTBHUHU C MaTpUIEH JOCTyNa;
npu Hanmmuuu noakmouerns UCIIIH k ceTsim o01iero noias3oBaHus A0KHO npuMe- | He Hike 5-ro | He Hioke 4-ro | He Hipke 3-To
5 HATBHCS MEKCETEBOE DKPAHUPOBAHUE. YPOBHS 3alllM- | YpOBHS 3allli- | YPOBHS 3alllU-
LIEHHOCTHU HIEHHOCTH HIEHHOCTH
s obecriedenns 6ezonacHoro MexcereBoro B3aumoseiicteus B UCIIIn ns pas- He nmxe 5-ro | He Hmwke 4-ro | He Hmke 3-ro
6 HBIX KJIACCOB HEOOXOJMMO HCIIOIB30BaTh MO YPOBHS YPOBHSA YpOBHSI
3aI[MIIEHHOCTH | 3aIMIIEHHOCTH | 3alUIIEHHOCTH

CpeacTBo 3alIUThl OT IpOrpaMMHO-MaTeMaTHieckux Bozaeictauil (IIMB):




1€

Peanu3oBarh naeHTH(PUKALINIO U ayTeHTU(PHUKALIUIO CYOBEKTOB JOCTYIIA TIPH BXOJIC B
CPEJCTBO 3alllUThl OT MPOrpaMMHO-MaTeMaTHuueckux Bosaeiicteuii (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX Ollepaluii 0 YIpaBiIeHUIO (PYHKIMSAMHU CPEACTBA 3alllH-
To1 0T [IMB 1o maposro (niim ¢ UCIoib30BaHUEM HHOTO MEXaHU3Ma ayTeHTH(HKa-
IIUH) YCIOBHO-IIOCTOSIHHOT'O J€HCTBUS AJTMHON HE MEHEe 11eCTH OyKBEHHO-
1IU(POBBIX CHMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIFOOBIX JEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABJICHUIO
bynkuusamMu cpenctsa 3amuThl oT [IIMB TonbKO Moce npoBeeHNs ero yCHeHou
ayTeHTU(UKALNY;

[IpenycMoTpeTs MexaHU3MBbl OJIOKHPOBAHUS OCTYIA K cpeacTBam 3auuThsl oT [IMB
IIPY BBIIIOJIHEHUM YCTaHABJIMBAEMOI'0 YHCIIa HEYAAUHBIX IIONBITOK BBOJA IAPOJI;

Heo0xoaumo npoBoauTh uaeHTUGUKaLKIO (HaiiaoB, KaTajJoros, MPOrPaMMHBIX MO-
JlyJI€H, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B IMOJACUCTEME PETUCTPAIIUN U YICTA:

OcCymiecTBIATh PErUCTPAIMIO BX0a (BBIX0/1a) CyOBEKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), INOO PEruCTPaLMIO 3arpy3KH U HHULIMATU3ALUN ONEPAIMOHHON CUCTEMBI U
ee MPOrpaMMHOT'0 OCTaHOBA. Perucrpanus BIXoa U3 CUCTEMBI MJIM OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkitouenus UCIT/IH. B mapamerpax peru-
CTpallMi yKa3bIBalOTCS J1aTa U BpeMs BXo/1a (BbIX0/1a) CyObEKTa JOCTyNa B CUCTEMY
(M3 CUCTEMBI) WK 3arpy3KH (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3allluiIaeMbIX HOCUTENEH HHPOPMAIMH C TOMOULIBIO UX 000N
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

[TpoBOAMTH perucTpalmio BXoAa/BbIX0a CyObEKTOB JOCTYIA B CPEACTBO 3aLIUTHI OT
[IMB, peructpanuto 3arpy3ki 1 HHULUAIU3ALUH 3TOTO CPEICTBA U €€ TPOTPAMMHO-
ro ocTaHoBa. B mapameTpax peructpanuu ykasplBaeTcs BpeMs U JlaTa BXOJa/BbIX0/1a
cyObeKkTa ocTyna B cpecTBO 3amuThl oT [IMB unu 3arpy3ku/ocranoBa 3Toro cpef-
CTBa, a TaKXKe UIeHTU(UKATOp CyOBEKTa JOCTYIa, MHUIMMPOBABILIETO TaHHBIE JeH-
CTBUS;
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[IpoBoUTH perucTpanuio cCoObITHI MpoBepku u 0OHapyxeHus1 [IMB. B mapamerpax
pPErUCTpALMK YKA3bIBAIOTCS BPEMsI U JjaTa IPOBEpKU Ui ooHapyxenus [IMB, unen-
TudUKaTop cyOBeKTa AOCTYIa, MHUIIMHUPOBABIIETO JaHHBIE JCHCTBUS, XapaKTep BbI-
MOJTHSEMBIX ACUCTBHI MO MPOBEPKE, THIT 0OHAPYKEHHON BPEJOHOCHOM ITPOrpaMMbl
(BIT), pe3ynbTat AeHCTBUI CpeACTBa 3alIUTHI 10 OsiokupoBanuio [IMB;

[IpoBoIUTH perucTpainio COObITHI MO BHEAPEHUIO B CpeACcTBO 3auuThl oT [IMB na-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1ata OOHOB-
JICHUS], UJSHTH(PUKATOP CYObEKTa JOCTYIa, MHULIMUPOBABIIETO JTAHHOE JICHCTBUE
BepCHsl U KOHTPOJIbHAS CyMMa MaKeTa OOHOBJICHMUS;

[TpoBOIUTH perucTpanuio cOOBITUI 3ayCcKa/3aBepIIeHs paboThl MOAYJIEH CpeIcTBa
zamuThl 0T [IMB. B mapamerpax perucrpannu yka3slBaloTcs BpeMs U J1aTa 3aIryc-
Ka/3aBepIieHus paboThl, HACHTU(HUKATOP MOAYIISA, HACHTH(PHUKATOP CyObEKTa JOCTY-
na, THUIIMHPOBABILETO JAHHOE JICHCTBUE, PE3YIbTAT 3aIlycKa/3aBeplIeHuUs] pabOThI;

JIOJKHA MPOBOAMTHCS PErUCTpaLiUs COOBITHI yIIpaBlieHHUs CyOBEKTOM J10CTyIa
¢yHKMsAMH cpeacTBa 3amuTel oT [IIMB. B nmapamerpax perucrpanuu yka3blBatoTCs
BpeMs U JlaTa COOBITUS YIIPaBIEHUs KaKA0M QYHKIUEH, HASHTU(PUKATOP U CIIeLU-
dukanyst GQyHKIHH, HASHTHPHUKATOP CYObEKTa T0CTYIa, MHUIUUPOBABIIETO JaHHOE
JICUCTBUE, PE3YybTaT ICUCTBUS;

[TpoBoAMTH perucTpanuio COObITUIN MOMBITOK JOCTYIA MPOrPaMMHBIX CPEJICTB K MO-
IyJsiM cpencTsa 3amuThl oT [IMB win cnenuansHeiM JoBymkaM. B napamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCSI BPEMS U J1aTa MOMbBITKU AOCTYIA, UASHTU(UKATOP MOAYIIS,
UJAECHTUPHUKATOP U crienuUKaIys Moy cpeacTBa 3amuTel oT [IMB (cnenuansHOM
JIOBYIIKH), Pe3yJIbTaT MOMBITKU JIOCTYNA;

[TpoBoAMTH perucTpanuio coObITUI OTKaTa AJs cpeacTna 3amuTthl oT [IMB. B mapa-
MeTpax PerucTpaluy YKa3bIBalOTCS BPEMsI U JlaTa COOBITHS OTKaTa, CreruuKaIus
NeiCcTBUI OTKaTa, UIeHTU(PUKATOp CyOBEKTa TOCTYIa, MHUIIMUPOBABIIIETO JAaHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTs 3aIUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS UM MOAU(UKAIIUH
HapyIIUTETIEM;

11

Peann3oBaTh MEXaHU3MBI COXpaHEHUS JaHHBIX PETUCTPALMU B CIIy4ae COKPAILCHUs
OTBEJEHHBIX ITOJ] HUX PECYPCOB;




€€

12

PeanuzoBaTh MeXaHM3MBbI IPOCMOTPA U aHANIN3a JAHHBIX PETUCTPALIHN U UX (HIIb-
TpaLUU 110 33JaHHOMY Habopy MapaMeTpoB;

13

[TpoBOIUTH aBTOMAaTHYECKUI HETIPEPBIBHBII MOHUTOPHHT COOBITHIA, KOTOPBIE MOT'YT
ABIATHCS NpUUUHON peanuzanun [IMB (co3znanue, penaktupoBaHue, 3alUCh, KOMITH-
JSIMst 00 BEKTOB, KOTOpPbIe MOTYT cozepkarsb BIT).

14

PeanuzoBarh MexaHN3M aBTOMAaTHYECKOTO aHAIM3a JAHHBIX PETUCTPALUU 1O 11abio-
HaM THIOBBIX TposiBiieHui [IMB ¢ aBTomMaTHueckuM UxX OJOKHMPOBAHUEM H YBEIOM-
JICHHEeM aJMUHUCTpaTopa 0e30MacHOCTH;

15

[IpoBOANTH HECKOIBKO BUJOB y4eTa (AyOIMPYIOMINX) C perUCTpaleld BbLAa4YH (TIpH-
eMa) HocUTeJe nHpopMaInu;

16

Ocy1ecTBISATh PErUCTPAIIO BX0Oa (BbIX0a) CYyOBEKTOB IOCTYIA B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH U WHUITUATU3AINHA OTICPAIMOHHON CHCTEMBI.

17

OcCymiecTBISTh PETUCTPAIMIO BBIIAYH MTEYAaTHBIX (TpaUuecKux) JOKYMEHTOB Ha
«TBEpIyIO» KOMHI0. B mapamerpax perucrpauuu ykas3blBatoTcs (Aata U Bpemsl Bblia-
yn (0OpalieHus K IOJCHCTEME BBIBO/A), CIENM(UKAIUS YCTPOUCTBA BBIIAYH — JIOTHU-
4yecKoe UMs (HOMep) BHELIHETO yCTPOICTBA, KpaTKOe coiepkaHue (HauMEHOBaHHUE,
BUJ, WK(p, KOJ) U YPOBEHb KOHPHUIECHIIMATBHOCTH TIOKYMEHTA, UACHTH(UKATOD
CcyObeKTa 10CTyNa, 3alIPOCUBILET0 TOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3aITycKa (3aBEpIICHUS) TIPOrPaMM M MPOIECCOB (3aa-
HUH, 3a71a4), IpeHa3HAYCHHBIX JJ1s 00pabOTKH 3amuinaemMsix (aiinos. B mapamer-
pax perucTpanyy yka3bIBaloTCs AaTa U BpeMs 3amycka, uMs (UAeHTU(PUKATOp) Npo-
rpamMMmBl (TIporecca, 3a1aHus), HACHTUDHUKATOP CyOBbEKTa JOCTYIa, 3alIPOCUBILETO
nporpaMmmy (IIpoLecc, 3a1aHne), pe3ysIbTaT 3amycka (yCHelHbIi, HeyCIenIHbIA — He-
CaHKI[MOHUPOBAHHBII),

19

OCyIIECTBIISITh PETUCTPAIHIO IMOMBITOK JOCTYIIa TPOTPAMMHBIX CPEJICTB (TIpOTpamm,
MIPOIIECCOB, 3aJ1a4, 3aJJaHui) K 3amuiaecMbiM (aiinam. B mapamerpax perucrpamnuu
YKa3bIBAIOTCS JaTa U BPeMs TOIBITKH JIOCTYIIA K 3aluinaeMomy (Gaiiny ¢ ykazaHuem
ee pesynbTara (ycremrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHas ), uAeHTU(DUKATOD
cyOBeKTa nocTymna, crenudukaus 3anmuinaemMoro daia;
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20

OCyIIeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetu MCII/{H, muHMSAM (KaHajgaM) CBSI3M, BHEIITHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtajoram, (aiiinam, 3anucsaM, Moy 3anucei. B
rapameTpax perucTpalry yKa3blBarOTCs JaTa U BpeMs NOMBITKU JOCTYyINA K 3allXIIa-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysibraTa (ychemHas, HeyClenHas — HeCaHKIHO-
HUPOBaHHAas), UIEHTUPUKATOP CyObEeKTa IOCTyIA, crielu(UKaIs 3aIUIAeMOTr0
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENEH HH(POPMAIIUHU ¢ IOMOILBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B XKYypHaJl (YUETHYIO KapTOUKY);

22

Ocy1miecTBIATh OYUCTKY (0OHYyJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTel
OTIEpPAaTUBHOM NMaMsITH KOMITBIOTEPOB ¥ BHEITHUX HaKonuTese. OuncTka ocyIecTB-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO /Il XpPaHEHHUS 3alIMIIaeMbIX TaHHBIX ((aiioB, HHPOpMa-
LK),

B noacucreme obecrieueHUs EITOCTHOCTH

O06ecneunTh LETOCTHOCTD MPOrPaMMHBIX cpeicTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOM cpefibl. IIpu 3TOM LIeI0CTHOCTD CPEACTB 3aLIUThI
MPOBEPSETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOIl cpelibl 00ecrieynBaeTCsi OTCYTCTBUEM B
WCTI/In cpencts pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puzndeckyto oxpany UCII/IH (ycTpoiicTB n HocuTtenei napopma-
1[UM), IpelyCMaTPUBAIOLIYI0 KOHTPOJIb AocTyma B nomenieHust MCII/Ix noctopos-
HUX JIALI, HAJTMYUE HAIEKHBIX NIPEMATCTBUM I HECAHKIIMOHUPOBAHHOIO IIPOHUKHO-
BeHus B nomenieHust MCIIJIH u xpanunuiie HocuTeneld nHdopManuu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpaMMHO# cpeabl U nnepconana MCII/IH ¢ momouipio TeCT-nporpamMm, UMUTUPYIOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BE€JICHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIIUTHI HHPOPMALIUHU, UX TTEPHOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[TpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJTyJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-
JTUMBIX JIJIS1 €T0 KOPPEKTHOTO (DYHKIIMOHUPOBAHUS, TP €T0 3arpy3Ke C HUCIIOIh30Ba-
HUEM KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOKHOCTH BOCCTAHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-
pHUBaronias BEICHNE ABYX KOIMI IPOrPaMMHOIO CPEICTB 3aIMTHI, €r0 MepUoJue-
CKO€ OOHOBIIEHUE ¥ KOHTPOJIb pab0TOCTIOCOOHOCTH;

Peann3oBaTh MEXaHU3MBbI IPOBEPKH LIETOCTHOCTH TAKETOB OOHOBJIEHUH CpeCTBa
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTsh pezepBHOe konupoBanue [1/[H Ha oTuykaaeMble HOCUTENNU HH(OPMALINN;

B nojcucremMe aHTUBUPYCHOM 3aIIUTHI:

IIpoBoauTH aBTOMATUUYECKYIO ITpOBEepKY Ha Hanuuue BII wnu nocneacreuii [IMB
npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MIPUKJIaJAHbIX IPOrpaMM), KO-
TOpbIe MOTYT coiepxaTh BII, mo ux TunoBsIM 11a0J10HaM U C IOMOIIBIO IBPUCTUY -
CKOI'0 aHAJIN3a;

PeanuzoBaTh MEXaHU3MbI aBTOMAaTU4YECKOr0 OJI0KHpoBaHMs 0OHapyskeHHbIX BII mmy-
TEM UX YAaJCHUs U3 IPOrPaMMHBIX MOAYJIEH WM YHUUTOXKEHMUS,;

PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/1H o [IMB 1 ¢
yCTaHaBJIMBAaEMOM NMEPUOJIUYHOCTHIO) MPOBEPKa Ha IpeaMeT Hanuus B HUX BIL;

JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBnenuu ¢axra [IMB;

Peanu3oBarh MEXaHU3M OTKaTa JJIs1 YCTaHABIMBAEMOIO YUCIA ONEepalui yAaIeHUs
BII u3 onepatuBHOM WM TOCTOSITHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U MPH-
KJIa{HBIX [TPOrpaMM WJIM IPOrPaMMHBIX CPEICTB, coaepxkanux BII.

HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN
MOHUTOPHHT HH(OPMAITMOHHOTO0 0OMEHA C BHELTHEH CEThIO ¢ 11elbio BhisiaeHus BIL.

VI

KonTpons orcyrereus H/IB B 110 C31
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st mporpaMMHOTO 00ecriedeHus1, UCIOJIb3yeMoro mpu 3amuTte nadopmaruu B UC-
[T1= (cpencts 3amuTsl nHGOpMauu — C3, B TOM 4uciie ¥ BCTPOCHHBIX B 00IECH-
1 CTEMHOE M MPUKJIAJHOE TporpammHoe ooecnieueHue — [10), momkeH ObITH 0OeCTICUeH + + +
COOTBETCTBYIOILIUN YPOBEHb KOHTPOJIs oTcyTcTBUS B HeM H/IB (He nexnapupoBan-
HBIX BO3MOKHOCTEH).

VIl O6napyxenue Bropxxennii B UCI1/In

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTEM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIM IPOTPAMMHO-AMIAPATHBIX CPEJICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a U METO/Ibl BBISBICHHS aHOMAIUH

VI 3ammra UCIIQn ot [IDMUH

Jlist 06paboTku nHpopManuu HeoOXoauMo ucnoiib3oBath CBT, ynosierBopsiromniue
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOW COBME-
CTUMOCTH, 10 0€30MaCHOCTH ¥ SPrOHOMUYECKUM TPEOOBaHUSIM K CPEICTBaM O0TOO-
pakeHus HH(GOPMALIMH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUICOUC-
ieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka coorBerctBust UCIIIa TpeboBanusm O6e3omacuoctr [1/]0

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaInu;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTEIbHYIO CEPTU(PUKALIUIO (aTTECTAIUIO) IO
TpeOoBaHUsM Oe30macHOCTH HH(popMalnu (0 PeICHUIO ONlepaTopa);

[Mpumeuanwne: s UCIT[In 4-ro knacca nepedeHs Meponpustuii o 3amute [0 onpenensercs B 3aBUCUMOCTH OT yIiepoa,

KOTOpBII\/’I MOJKET OBITh HAHECEH BCJICACTBUC HCCAHKIIMOHHUPOBAHHOI'O WJIKM HEIPEAHAMCPCHHOI'O AOCTYIIA K HI[H



[Tpunosxxkenue 2. Ypopuu 3amuiieHHocTH UCITIH (CornacHo moBomy nocranosnenuto [Ipasurenscrsa P® or 01.11.2012
N 1119 «O6 ytBepxkaeHnn TpeOOBaHUH K 3aIIUTE IEPCOHANBHBIX JaHHBIX MPU KX 00pabOTKE B MHPOPMAIIMOHHBIX CUCTEMAaX Mep-
COHAJIbHBIX JaHHBIX)).
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TpeboBanus k 3amute [1/1H \ YpoBeHb 3amimieHHOCTH

Opranuzanus pexuma odecriedeHns 6e30MacHOCTH MOMEUICHNUH, B KOTOPBIX pa3MenieHa nH(OopMaIMoHHas CU- + + + +
CTeMa, MPEMSITCTBYIOMEr0 BO3MOKHOCTH HEKOHTPOJIMPYEMOI'0 IPOHUKHOBEHMSI WIIM IPEOBIBAHUS B ITUX IOMEILle-
HUSX JINIl, HC MMCIOIINX MpaBa JOCTYIIa B 3TH MOMCIIICHHA.

ObecrieueHne COXpPaHHOCTH HOCHUTEJIEH MEPCOHATBHBIX JIaHHBIX. + + + +

YTBepxkaeHue pykopoguteneM onepartopa [1JIH qokyMeHTa, OnpeaesoIIero nepeueHsb JInil, JOCTYN KOTOPBIX K + + + +
MIEPCOHATBHBIM JIaHHBIM, 00pabaThIBacMbIM B HH(OPMAITMOHHON CUCTEME, HEOOXO MM JIJISl BBIITOJIHEHUS UMHU
CILy’keOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

LE

Hcnonp3oBanue cpeicTB 3aUTH MHPOPMALIH, IPOLISIIINX MTPOLEAYPY OIICHKH COOTBETCTBUS TpEOOBaHMSIM 3a- | + + + +
KoHozarenbcTBa Poccuiickoit denepanuu B 001actu obecnieueHus: 0e30nacHoCTd MHPOpMaIuy, B ciiyyae, Korjaa
NPUMEHEHHE TAKUX CPEJICTB HEOOXOIMMO Il HEUTPATH3AIMK aKTyaJIbHBIX YTPO3.

Heo6xoauMocTh HazHaueHMs! TOJHKHOCTHOTO JHIIa (pabOTHHKA), OTBETCTBEHHOIO 3a o0ecredeHne 0e30nacHoCTH +
NEPCOHAIBHBIX JaHHBIX B UH(POPMAIIMIOHHON CHUCTEME.

Bo03M0OXHOCTB 10CTYyMA K COJIEPKAHUIO FIEKTPOHHOTO )KypHala COOOLIEHUH UCKITIOUUTEIBHO /ISl TOTDKHOCTHBIX +
a1 (paOOTHHUKOB) ONIEPATOPa WM YIIOJIHOMOYEHHOTO JINI[A, KOTOPBIM CBEACHUSI, COAEpIKaIiecs B YKa3aHHOM
KypHase, He0OXOIUMBI JJIsl BBIIIOJHEHHs CITY)K€OHBIX (TPYJOBbIX) 00s13aHHOCTEH.

ABTOMaTHUECKas PETUCTPALIMS B 3JIEKTPOHHOM KypHaJie 0€3011aCHOCTH U3MEHEHHUS [TOJIHOMOYUI COTPYAHHUKA +
oreparopa 1o JI0CTYNY K NepCOHAIBHBIM JaHHBIM, COJIEpKALIMMCS B HHPOPMALIMOHHOM CUCTEME.

Cosznanue CTpyKTYPHOTO TTOIpa3/IelIeHUs], OTBETCTBEHHOTO 3a o0ecreueHne 0e30MacHOCTH MTePCOHAIBHBIX JaHHBIX | +
B MH(MOPMAIIMOHHOHN CHCTeMe, JIN0O BO3IIOKEHHE Ha OJHO U3 CTPYKTYPHBIX Mojipa3eneHuit GyHKIHi o obecrme-
YEHUIO TAKOW 0€30MacHOCTH.




